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DETAILED ACTION 

1 . This Office Action is in response to the communication received on 22 January 
2004. 

2. Claims 32-49 are presented for examination. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 32-45 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Agarwal et al. U.S. patent no. 5,958,010 in view of Bruins et al. U.S. patent no. 
6,308,148 B1 and further in view of Combar et al. U.S. patent no. 6,470,386 B1 . 

5. As to claim 32, Agarwal discloses the invention as claimed, including a method 
for reporting on the collection of network usage information from a plurality of network 
devices, comprising: 

(a) collecting network communications usage information in real-time from a 
plurality of network devices at a plurality of layers utilizing multiple gatherers each 
including a plurality of information source modules each interfacing with one of the 
network devices and capable of communicating using a protocol specific to the network 
device coupled thereto, the network devices selected from the group consisting of 
routers, switches, firewalls, authentication servers, web hosts, proxy servers, netflow 
servers, databases, mail servers, RADIUS servers, and domain name servers, the 
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gatherers being positioned on a segment of the network on which the network devices 
coupled thereto are positioned for minimizing an impact of the gatherers on the network; 
(Agarwal, Abstract, Fig. 2; col. 3, lines 1-32)\ However, Agarwal does not explicitly 
disclose filtering and aggregating the network communications usage information. Thus, 
the artisan would have been motivated to look into the related the network management 
art for potential methods and systems for implementing the filtering and aggregating the 
network communications usage information. 

In the same field of endeavor, Bruins, related Network Flow Data Export, 
discloses in an analogous art distributed data network. Bruins discloses in Fig. 2 that a 
set of filters 230 (including at least one filter 230 and preferably a plurality of filters 230), 
are coupled to the communication link 110, and received the flow data packets 220. 
Each of filter 230 parses the floe data packets 220, and compares those flow data 
packets 220 with a set of selected criteria to determine if those flow data packets 220 
should be considered or should be filtered out of consideration.. .. An aggregator 240 is 
coupled to each of the filters 230, and collects flow data packets 220 passed by its 
associated filter 230. Thus, each of aggregators 240 collects a set of flow data packets 
220 which relate to the criteria selected by its associated filter 230 and records 
aggregated information relating to those flow data packets 220 at a storage element 250 
(Bruins, col. 3, line 55 - col. 4, line 60). 

Accordingly, it would have been obvious to one of ordinary skill in the networking 
computing art at the time the invention was made to have incorporated Bruins' 
teachings of filtering and aggregating data (Bruins, Abstract; col. 3, lines 15-45; col. 3, 
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line 55 - col. 4, line 60) with the teachings of Agarwal, for the purpose of identifying 
useful information in the flow data and presenting that data to an operator to review and 
adjust features or parameters of the network (Bruins, col. 2, lines 35-45). 

Agarwal-Bruins discloses (c) completing a plurality of data records from the 
filtered and aggregated network communications usage information, the plurality of data 
records corresponding to network usage by a plurality of users (Bruins, col. 5, line 1- 
col. 6, line 59)\ 

Agarwal-Bruins discloses (d) storing the plurality of data records in a database 
(Bruins, col. 5, line 1- col. 6, line 59); 

Agarwal-Bruins discloses (e) allowing the selection of one of a plurality of reports 
for reporting purposes (Bruins, col. 5, line 7- col. 6, line 64)\ However, Agarwal-Bruins 
does not explicitly disclose (f) submitting queries to the database utilizing the selected 
reports for retrieving information on the collection of the network usage information from 
the network devices. Thus, the artisan would have been motivated to look into the 
related the network management art for potential methods and systems for 
implementing the submitting queries to the database utilizing the selected reports for 
retrieving information on the collection of the network usage information from the 
network devices. 

In the same field of endeavor, Combar, related Integrated Proxy Interface For 
Web Based Telecommunications Management Tools, discloses in an analogous art 
distributed data network. Combar discloses in Fig. 10(a) that all data and security 
information is accessed by direct queries to a StarOE server database 283, such as 
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provided by Informix. Once the customer is validated, at step 308a, b, the backplane 
objects requests a list of all the authorized applications from StarOE server, as indicated 
at step 310..., a "Get User Application Request " message is communicated to the 
StarOE server via the backplane which queries the Informix database to obtain a list of 
authorized application, i.e., services, for the user and which determines which buttons 
on the home page are active, thus controlling their access to products (Combar, col. 17, 
lines 10-36). 

Accordingly, it would have been obvious to one of ordinary skill in the networking 
computing art at the time the invention was made to have incorporated Combar 's 
teachings of queries to database with the teachings of Agarwal-Bruins' teachings of 
collecting and filtering and aggregating data (Agarwal, Abstract, col. 3, lines 9-32; 
Bruins, Abstract; col. 3, lines 15-45; col. 3, line 55 - col. 4, line 60), for the purpose of 
allowing customer (user) to access to all RTM functionality which the user is entitled to 
formulate and transmit requests and receive the results (Combar, col. 17, lines 43-65)] 
and 

Agarwal-Bruins-Combar discloses (g) outputting a report based on the queries 
(Combar, Fig. 4; col. 17, lines 10-65; col. 19, lines 20-65). 

6. As to claim 33, Agarwal-Bruins-Combar discloses, further comprising submitting 
network activity queries to the database utilizing the selected reports for retrieving 
information on activity of the network (Combar, Fig. 4; col. 17, lines 10-65; col. 19, lines 
20-65). 
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7. As to claim 34, Agarwal-Bruins-Combar discloses, further comprising outputting a 
network activity report based on the network activity queries (Combar, Fig. 4; col. 17, 
lines 10-65; col. 19, lines 20-65). 

8. As to claim 35, Agarwal-Bruins-Combar discloses, further comprising submitting 
resource consumption queries to the database utilizing the selected reports for 
retrieving information on resource consumption in the network (Agarwal, col. 3, lines 9- 
32; Combar, Fig. 4; col. 17, lines 10-65; col. 19, lines 20-65). 

9. As to claim 36, Agarwal-Bruins-Combar discloses, further comprising outputting a 
resource consumption report based on the resource consumption queries (Agarwal, col. 
3, lines 9-32; Combar, Fig. 4; col. 17, lines 10-65; col. 19, lines 20-65). 

1 0. As to claim 37, Agarwal-Bruins-Combar discloses, and further comprising 
generating an alert upon the occurrence of an event (Agarwal, col. 3, line 65 - col. 4, 
line 26; col. 6, lines 10-30; Combar, col. 10, lines 49-60). 

11. As to claim 38, Agarwal-Bruins-Combar discloses, wherein the alert is generated 
upon a value surpassing a predetermined amount (Agarwal, col. 3, line 65 - col. 4, line 
26; col. 6, lines 10-30; Combar, col. 10, lines 49-60). 

12. As to claim 39, Agarwal-Bruins-Combar discloses, wherein the alert indicates 
that services should be ceased (Agarwal, col. 3, line 65 -col. 4, line 26; col. 6, lines 10- 
30; Combar, col. 10, lines 49-60). 

1 3. As to claim 40, Agarwal-Bruins-Combar discloses, wherein the alert indicates 
that services should be provided (Agarwal, col. 3, line 65 -col. 4, line 26; col. 6, lines 
10-30; Combar, col. 10, lines 49-60). 
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14. As to claim 41 , Agarwal-Bruins-Combar discloses, wherein the report includes an 
auditing report (Agarwal, co/. 3, line 65 - col. 4, line 26; col. 6, lines 10-30; Combar, col. 
10, lines 49-60). 

15. As to claim 42, Agarwal-Bruins-Combar discloses, wherein the report includes a 
billing report (Agarwal, col. 3, line 65 - col. 4, line 26; col. 6, lines 10-30; Combar, col. 
10, lines 49-60). 

16. As to claim 43, Agarwal-Bruins-Combar discloses, wherein the report includes an 
accounting report (Agarwal, col. 3, line 65 - col. 4, line 26; col. 6, lines 10-30; Combar, 
col. 10, lines 49-60). 

1 7. Claim 44 is corresponding computer program product residing on computer 
readable medium claim of claim 32; therefore, it is rejected under the same rationale 
above. 

18. Claim 45 is corresponding system claim of claim 32; therefore, it is rejected 
under the same rationale above. 

1 9. Claim 46 is substantially the same as claims 32-37 and is thus rejected for the 
reasons set for those in the rejection of claims 32-37. 

20. Claims 47-49 are substantially the same as claims 38-40 and is thus rejected for 
the reasons set for those in the rejection of claims 38-40. 
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21 . Further references of interest are cited on Form PTO-892, which is an 
attachment to this action. 

22. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Hai V. Nguyen whose telephone number is 703-306- 
0276. The examiner can normally be reached on 6:00-3:30 Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jack Harvey can be reached on 703-305-9705. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). ^ / ^ 


UfACK B.HARVEY 
SUPERVISORY PATENT EXAMINER 



Hai V. Nguyen 
Examiner 
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